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Nowadays, one of the major issues in wireless sensor
networks (WSNs) is data security. Often, data security issue is
associated with data aggregation. Using this kind of network in
sensitive areas, especially in military environments, without
contemplating data security creates main problems. A great
number of researches have been conducted in recent years. For
example, issues such as coding and use of key and optimum
routing based on data security have been taken into
consideration. Each method makes use of different parameters
that have created strengths and weaknesses. The present
research is intended to consider the new ideas presented in this
field. Then, to contribute to strengths and weaknesses existing in
these methods, we present new ideas. The routine is to study new
methods in a valid research. Issues such as data integration,
individual or multiple data transfer, the impact of genetic
algorithms on data security, encoding and cryptography, secure
data aggregation based on fuzzy logic, etc have been discussed
thoroughly.
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1. Introduction

Wireless sensor networks consist of a number of nodes. The nodes’ main task is to collect environmental
information and to transfer them to a base station (BS). In some applications, data transmission to the BS is
performed through the single-hop method and in some applications, it is done through the multi - hop method.
The difference between the two methods is a network structure. Often, the high-density networks are used for
multi-hop method. However, in each of these two methods, the network is divided into different areas called
clusters. Each cluster has one or more than one cluster heads (CH). The transmission data mode is in such a way
that information collection for each cluster is first done by cluster heads. Then, the CH sends them to the BS or to
the higher CH. The most important issue that can jeopardize the data security is vital cluster heads. Figurel shows

a vital cluster head.
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Fig. 1. Vital node in the WSNs.

As shown in Figure 1, the demolition of vital cluster head destroys all data on the network. This problem
often occurs in wireless sensor networks that have just one cluster head in each cluster. The Genetic algorithm
(GA) can easily solve this problem. The GA is used by operators for optimization. The benefit of the GA, Compared
to other optimization methods, is that non-optimum points in the previous steps enter into the next steps. This
work is done for each round. This method is suitable for multi-level networks because multi-level networks are
based on vital nodes. The GA can easily select several cluster heads in each cluster.

2. Genetic algorithm

There are some basic differences between common methods and Genetic algorithm. The GA has four
operators, including encoding, selection, combination and mutation. Also, the GA has a fitness function. The fitness
function is created by suitable conversion of the target function. The target function is a function that must be
optimized. The most important of all stages in the GA is encoding stage. The GA often uses binary coding. In this
method, chromosomes consist of bit strings, with each bit including 0 or 1. The combination is a process by which
old generation chromosomes are combined together. This action creates a new generation of chromosomes.
Selection operator is used before combination round. Overall, Selection operator selects two populations in
combination to create new children.The mutation operator changes a gene. This operator makes the GA grow
rapidly.

3. New approaches in the WSNs
There are many approaches to data security consideration. But these methods have strengths and
weaknesses. Our main aim is to review new methods in WSN that have been presented years ago.

3.1. Security in data aggregation

There are so many special services in WSN that these services are in the application layer. Two of these
services are security and data aggregation (Cheng and Yin, 2008). In the WSN, nodes receive environment data and
send them to the BS. Nodes close to each other will probably receive the similar data. If each of them tends to
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send data to the BS, a lot of energy will be wasted. So, nodes closer to the BS (or CHs) try to collect the farther
nodes information. Finally, the CHs send aggregated data to the BS.

If a saboteur node exists in trajectory of information, the BS is likely to receive incorrect information. Also,
saboteur node can change information of other nodes. This makes an incorrect total aggregation. To cope with
these attacks, we can draw upon the following three ideas:

1- Prevention of false aggregation of previous nodes in saboteur nodes.

2- The nodes will be made to confirm their participation. In this way, a lot of attempts have been made to
provide an acceptable security for data aggregation.

3- The aggregation occurs in some of the nodes.

One of the presented methods in this field is RHC method. This method is provided by Shih et al. This method
is based on data aggregation and security. Hierarchical clustering is used in this method. Main centralization of the
RHC is on the WWSNs (wide wireless sensor networks). This method is provided for ring WSNs with 1000 meter
radius. Aggregation function in this method is equal to: f,(x) = Bx

Cluster number
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Fig. 2. Number of the CHs (Number of cluster heads for various levels).

Cluster number

As shown in Figure 2, the number of CHs increases with an increment of level. This makes data aggregation
at the end levels (Where is high data volumes) better. This means that the lifetime of network and data security is,
based on this idea, guaranteed since, by this method, the network has more than one CH at the end levels. Figure
1 shows the end level of network with one CH. As shown in Figure 1, CH of end level is a vital CH. Loss of this CH
will lead to loss of all network information. The benefit of RHC method is that, in the final levels, there is not a vital
CH.

3.2. Security at the network layer

The main task of the network layer is routing. For secure routing, methods not specific to sensor networks
have been proposed. Overall, to create a secure trajectory, we must make changes to network layer structure. One
of these approaches is creating a secure routing algorithm. One of these methods is H. M. Choi method and et al.
Simulation results show that this method has improved network lifetime to 20%. In this method, nodes are to send
a byte of data Consume 16.25yj of energy. This is done while nodes receive a byte of data Consume 12.25j of
energy. In this method, sent and received power amounts are inappropriate because high energy for Preparing of
primary energy in a network with large number of nodes is needed. To guarantee the security, this method uses an
ACK message (similar to the TCP / IP protocol). The fundamental difference between this approach and previous
methods is the ACK message. The ACK message’s main task in this method is to control network traffic. Figure 3
shows the proposed algorithm.

Report

—— :chnrlslrammil
----- ? : Send ACK messages

Fig. 3. Control of network traffic in presented algorithm.
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Another advantage of this method is that this method also checks the node's false reports. Thus, the issue of
false information aggregation is solvable.

3.3. Use of encoding

The advantage of encoding is resistance against uncoordinated attacks. One of these methods is SEAD. This
method uses symmetric encoding and mixed sequence numbers and is resistant against uncoordinated attacks,
but it is weak against coordinated attacks. The other method is ARAN that hinders repeated attack using the
asymmetric encoding. This method is vulnerable to coordinated attacks. The data in the WSNs are important in
terms of authentication, data integrity, and more security to be used in data encoding (data encryption). Due to
the limitations of these networks, symmetric key encoding is used more than unsymmetrical key encoding. To use
asymmetric encoding methods, the works that can be pointed to ellipsoid bends method, are done. For the use of
symmetric-key encryption, it is necessary to nodes to have shared key. Historically, the first work that was done in
the areas of network security is key management protocols. This method is one of the most basic necessary tools
for security. In sensor networks, due to the applications and Special features, generally General security would not
be appropriate and we must think to the node to node security.

3.4. The use of probabilistic and deterministic algorithms

Algorithms are divided into two categories: deterministic and probabilistic algorithms. In the probabilistic
algorithms, some nodes get random key. This will ensure a secure connection. EG02, RJR08, ULO9 and CPS03
methods are based on a probabilistic key distribution algorithm. Keys in the sensor networks distribute as a
grouping, networking and paired. An assumption that can help to key distribution, it is that nodes be aware of their
location. It is somewhat difficult, but there is a one mode that we assume nodes are in areas as a group. Also, we
must assume that nodes are aware of their location (approximate location instead of the precise location).

Key management in sensor network consists of four steps:

1- Key distribution: In the factory, private keys should be placed on the sensors or at the first sensors
product keys themselves.

2- Key discovery: With the network starting to work, each sensor node needs to organize its neighbors in
order to share a key.

3- Key creation: Neighbors that have not a common key with own private key and transmission on the
channel can reach a common key.

4- Updating the key: Nodes need to be updated since they have a limited lifetime in the network.

3.5. Optimal routing in military areas

The accurate information on the position, changes and developments of friendly and enemy forces are main
parameters in the control of forces. Wireless sensor networks can collect and process sensitive data in a dangerous
environment. The use of wireless sensor networks in search operations and controlling the battlefield destruction
of enemy forces, estimation of damage, espionage operations, warning systems are not easy. So the protocols for
such networks must adhere to the above limits. Also, due to the sensitive nature of the data in the battlefield,
security of protocol is a main parameter in selection of optimum protocol.

Table 1

Comparison between protocols.

Protocol Structure Energy. Security Efficiency Lifetime
name consumption

SPIN Flat High Very low Low Low
LEACH Clustering Low Medium Low Low
HDA Hierarchy Medium Medium Low Low
MECH Hybrid Low Medium Low Low
FDCBR Hybrid Low Medium Good Excellent
SACBR Hybrid Low High Good Excellent
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3.6. Routing of based on secure data aggregation

The other routing method is EEHA method. This method uses the secure data aggregation for routing. This
method is based on energy and high efficiency. The main idea in this method is the secure transmission of data
between nodes. Generally, secure transmission results in optimum routing. Simulation result shows that the
efficiency of this method, as compared with those of previous similar methods, has been improved. Figures 4 and
5 show the time interval difference in EEHA method.
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Fig. 4. Time interval difference (number of messages).
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Fig. 5. Time interval difference (accuracy).

As figures shown, EEHA apply a true time structure. This method has two flaws:

1- Diagram of data security is low.
2- In this method, it is not specified that has been improved the death of the first node and the network
lifetime.

3.7. Secure data aggregation based on fuzzy logic

The important features of fuzzy-based methods are that these methods include steps or phases. It means
that the accuracy of the algorithm is based on phases. This means that the algorithm ends when all phases are
implemented. One of the problems with this approach is that these algorithms have high time complexity. It
means that algorithms must be implemented in phases and if the phases are not fully implemented, the algorithm
is incomplete. PESRP and FBSDA methods are based on fuzzy logic. An important feature of this method is that the
energy model is heinzelman energy model. Table 2 shows the simulation parameters in this method.
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Table 2

Simulation parameters.

Number of nodes 30

Size of network 500 m*500 m
Round 50
Length of message 512byte
Initial energy 5.1
Number of clusters 4

Figures 6, 7, 8 and 9 show the transfer rate.
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Fig. 6. Transfer rate with delivery ratio.
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Fig. 7. Transfer rate with packet drop.
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Although the transfer rate is improved in this method, there are similar methods that have better transfer
rates (for example: EEHA method). Another problem of this method is the initial energy of each node that is very
high.

4. New ideas proposed based on genetics

In this section, we will try to present new ideas based on GA.
4.1. The use of key distribution algorithms based on the GA in the WSN

This type of algorithm can be based on needs (uncertain or probabilistic) or network segmentation. Also,
these methods can, in a hierarchical network, distribute the keys.

4.2. New key management algorithm or improving of existing algorithms in terms of safety / efficacy in
order to update the key

These algorithms can be deterministic, probabilistic, area or site-independent, flat and hierarchical.
4.3. Methods based on the security of transmitted packets

The appropriate choice of the CH in the WSN, can be problematic, especially in the high density networks.
Genetic algorithms can select the CH appropriately in crowded areas. GA has the property that if one of the
operators fails to reach the optimum solution, it can be optimized by another operator.

4.4. Approaches based on the identification of healthy nodes

In the WSN, the main goal is data aggregation by nodes and send them to the BS. A node wastes a lot of
energy if it tends to send data to the BS separately. It is better that the node closer to the BS collects information
from farther away nodes. This method has a main problem: There may be a malicious node in the way data
transmission. This node can inject the false data in the network. Also, this node can change information of other
nodes. This makes an incorrect data aggregation. One of the approaches to addressing this problem is that
previous nodes do not send any information to malicious nodes. The GA can solve this problem by selecting
suitable cluster heads. Because the GA selects more than one CH during the downtime, replace the next CH.

4.5. Energy-aware data aggregation algorithms

One of the fundamental problems in wireless sensor network is high node energy. This problem emerges in
clusters. It is better that clustering algorithms be aware of each energy level. This method is effective when the
primary energy set for the nodes is considered small. The GA can better select high energy nodes. One example of
these methods is that the common nodes equal to zero bit and cluster heads equal to one bit.

4.6. The use of hybrid algorithms

The hybrid approach is a method based on hybrid parameters. One of the hybrid ideas can be improved in
the previous methods. So, new methods are based on new parameters, including: distance - energy, distance -
density and density - energy. Hybrid algorithms have high runtime, but they can improve the data aggregation. For
example, ant colony and bee colony methods can achieve a significant improvement.

4.7. Density-based clustering

This type of clustering methods is based on the principle that the clusters are areas with high density that a
high density area covers low density areas. So the issue of data security in the high density areas is solvable. To
implement clustering in the high density networks, we must pay attention to the following:

e Density of local points
e Density in the direct access

The GA is the best choice in the high density areas. For example, we can draw upon the idea of the GA for
replacement of a node. Important advantages of the GA are as follows:

e Clusters can be of arbitrary shapes.
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e The number of clusters is determined by the clustering operation automatically and simultaneously.
o Noise detection is very efficient.
e Security increases, especially where the auxiliary nodes are used.

4.8. The Use of combination genetic algorithms

Recently, with more ways that have been proposed about data security, they assume only one parameter.
For example, the use of parallel genetic algorithms (PGAs) or serial genetic algorithms (SGAs). The issues such as
data security, distance, energy, density are the issues that must be examined together and this is not possible by
the single genetic algorithms. One of the ideas that can be offered is the use of the PGAs and the SGAs
Simultaneously. For example, one of them assumes the issues such as distance or energy and the other method
assumes data security.

4.9. The volume of data

Most of the proposed methods that can assume the data security are only able to transmit small amounts of
data. The GA can solve this problem easily. The reason is that the GA can select nodes that have more energy or
better position than other nodes. In addition, as nodes’ energy increases, the sent and received data size increases.
So the network can increase the volume of sent and received data. It should be noted that this method is suitable
for the methods that have used the data security.

4.10. Using previous similar methods

There are many methods that follow the data security seriously. The methods based on the GA have a cost
function. Often, the function of cost, is called fitness function. We can improve the fitness function in previous
methods.

5. Conclusion

In this research, we, with the aid of new ideas in the previous similar methods, made an attempt to present
a new solution. The issues such as network lifetime, data security, vital cluster heads and data aggregation were
studied. So, we tried to present new ideas. We had more focus on the GA-based methods. For this reason, we
reviewed several methods based on GA. Finally, we provided optimal solutions, using the strengths and
weaknesses of the methods.
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